


Preface

This document introduces how can N-Reporter users use Open Source NXLOG to manage and
set up Windows Server 2003/2008/2012 Eventlog. Convert Event to syslog, then send it to N-Reporter for
normalization, audit and analysis. The environment of this document is Windows Server 2003, Windows
Server 2008 and Windows Server 2012.

N-Reporter provides two kinds of configuration file for converting Event into syslog, Eventlog to
Syslog Utility and NXLOG. NXLOG has better performance when processing great amount of events.

When the Windows Server Eventlog recording rate is over 700 pcs/sec, please use the NXLOG config

document.
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1 Set up NxLog on Windows Server

1.1 Set up Windows Server 2003

1. Download NXLOG :
Go to URL: http://nxlog.org/products/nxlog-community-edition/download
Download the latest version: nxlog-ce-x.x.xxxx.msi. Here we use: nxlog-ce-2.9.1347.msi.

2. Install NXLOG :
Double click: nxlog-ce-2.9.1347.msi, then click [Install], start installing.

3. Download Windows 2003 NXLOG config file: nxlog_win2k3.conf :
Go to URL: http://www.npartnertech.com/download/tech/nxlog_win2k3.conf
Edit NXLOG config file " C:\Program Files (x86)\nxlog\confinxlog.conf " :
Note :
Install NXLOG on 32 bit operating system at " C:\Program Files\nxlog\confinxlog.conf "
Install NXLOG on 64 bit operating system at " C:\Program Files
(x86)\nxlog\confinxlog.conf "
Paste nxlog_win2k3.conf over nxlog.conf. This setting only output eventlogs, such as console
audit, object access and account management. It filters out most of noise messages to reduce
the loading that NXLOG produced on Windows Server. When the Windows Server Eventlog
recording rate is over 700 pcs/sec, please use nxlog_win2k3.conf setting.

4. Download Windows 2003 NXLOG to output all of the eventlog config file
nxlog_win2k3_all.conf :

Go to URL : http://www.npartnertech.com/download/tech/nxlog win2k3 all.conf

N-Reporter provides legislation reports to calculate all the Windows Server eventlog. If the
user needs Windows Server legislation reports, please paste nxlog_win2k3_all.conf over
nxlog.conf. This setting enables all the eventlog output. It requires better hardware performance

of Windows Server to run NXLOG.


http://nxlog.org/products/nxlog-community-edition/download
http://www.npartnertech.com/download/tech/nxlog_win2k3.conf
http://www.npartnertech.com/download/tech/nxlog_win2k3_all.conf

## This is a sample configuration file. See the nxlog reference manual about the

## online at http://nxlog.org/nxlog-docs/en/nxlog-reference-manual.html

## Please set the ROOT to the folder your nxlog was installed into,

## otherwise it will not start.

Moduledir %ROOT%\modules
CacheDir %ROO0T%\data

Pidfile %RO0OT%\data\nxlog.pid
SpoolDir %RO0T%\data

LogFile %ROO0OT%\data\nxlog.log

<Extension syslog>
Module xm_syslog
</Extension>
<Input in_eventlog>
# For windows 2003 and earlier use the following:
Module im_mseventlog
Exec parse_syslog_bsd(); \
if ($EventID == 672 or $EventID == 673 or $EventID == 675 or $EventlD == 528 or $EventID == 529 or $EventID == 538 or $EventID
== 540 or $EventlD == 551 or $EventID == 560 or $EventID == 612 or $EventID == 624 or $EventID == 626 or $EventlD == 627 or $EventID
== 628 or $EventlD == 629 or $EventID == 630 or $EventID == 631 or $EventID == 632 or $Event|D == 633 or $EventID == 634 or $EventID
== 635 or $EventID == 636 or $EventID == 637 or $EventID == 638 or $EventID == 641 or $EventID == 642 or $EventID == 645 or $EventID
== 646 or $EventlD == 647) { $SyslogFacilityValue = 13; }\
else if ($SourceName == "Service Control Manager") { $SyslogFacilityValue = 13; } \
else if ($SourceName =~ /"MSSQL*/) { $SyslogFacilityValue = 18; } \
else\
\
drop();\
}

</Input>

<Output out_eventlog>
Module om_udp
Host
Port 514

Exec $Message = string($EventID) + ": " + $Message;
Exec if (3EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if ($EventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if ($EventType =='INFO' or $EventType == 'AUDIT_SUCCESS') {$SyslogSeverityValue = 5;}
Exec to_syslog_bsd();

</Output>

<Route eventlog>
Path in_eventlog => out_eventlog

</Route>
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Please choose the correct install path of NXLOG about the green words.

The environment of this example is a 64 bit system. Please choose "

n
o

Please enter N-Reporter IP about the red words, here we enter " 192.168.2.64 " .

Setting as follows :

E C:\Program Files',nxzlog' confynxlog.conf - Notepad ++ =191
File Edit Search Wew Encoding Language Settings Macro Run Plugins  window 7 "
| e OHE 5 L8400 et il ¢ : B2 (1 [EE | BEMEE|=E a v = 4%

= nlog. conf | B I

<Extension syslog>
Module  xm_syslog

<fExtension=>

<[nput in_sventlog=

# windows 2003 earlier use the following:
Module  im_mseventiog
Exec parse_syslog_bsd(}; \

($EventiD == 672 or $EventiD == 673 or $EventD == B¥5 or $EventD == 528 or $EventlD == 529 or $Event/D == 538
$Event!D == 540 or $EventlD == 551 or $EventlD == 560 or $EventD == 612 or $EventlD == 624 or $EventlD == 626
$EventlD == 627 or $EventiD == 828 or $EventlD == 628 or $EventlD == 630 or $EventlD == 831 or $EventlD == 632
$EventlD == 633 or $EventiD == 634 or $EventD == 635 or $EventlD == 636 or $EventlD == 837 or $EventlD == 638
$EventiD == 641 or $EventiD == 6842 or $EventlD == 645 or $EventlD == 646 or $EventlD == 847} { $SyslogFacilityValue
=13 1\

($SourceMame == "Service Control Manager"} { $SyslogFacilityValus = 13; } \
($SourceName =~ /*MSSQL*/} { $SyslogFacilityValue = 18; } 1
4

i
drogi v
H

£
<{Inputs

<Qutput out_eventlog=
Module om_udp
Host 192.168.2.64
Port 514
Exer = (BEventDy+": "+ § :
Exec it (3EventType == 'ERROR' or $EveniType == 'AUDIT_FAILURE'} { $SyslogSeverityValue = 3; ) \
(SEventTyp ‘WARNING'} { $SyslogSeverityValue = 4; } 4
($EventType == "INFO" or $EventType == 'AUDIT_SUCCESS") { $SyslogSeverityValue = 5; }
Exec to_syslog_bsd();
</Qutput>

<Route eventlog>
Path in_eventlog == out_eventlog
</Route>|

|Pascal source file length : 2029 lines : 47 Ln:45 <ol:9 Sel:0 ‘DUs\Winduws ANST sz

5. Start NXLOG :

Step a : Start NXLOG by using [Command Prompt] or Step b : Start NXLOG on [Services] °
a. Click [Start] = [All programs] =» [Accessories] = Right click [Command Prompt] =
Click [Run as administrator], run as system administrator.

Enter command prompt :
net stop nxlog

net start nxlog
b. Click [Start] = [All programs] =» [Administrative Tools] = [Services], right click [ nxlog ] =
Click [Start] or [Restart] °




6. Check whether does NXLOG runs normally :
Check the log file of NXLOG “C:\Program Files (x86)\nxlog\data\nxlog.log” . If it does not
show Error, means it is operating normally.

!f C:\Program Files'nxlog'.data‘,nxlog.log - Notepad ++ - 101 x|
File Edit Search Wiew Encoding Language Settings Macro Run  Plugins  ‘Window 7 %
| e OHE 5 c@ldDhD[ae|my|t s BE[(S1EDIDENREE s v 2 oY

B rloocont = ndloglog |

1 2016-04-21 14:53:55 WARNING stopping nxog service
2 20M8-04-21 14:53:55 WARNING nxog-ce received a termination reguest signal, exiting. ..

3 20M6-04-21 14:53:56 INFO nxdog-ce-2.7.1191 started
4

|N0rma| ket File |Iength 1192 lines 1 4 |Ln v4 Colrl Selid |D05'|,Wind0ws |.0.NSI s

7.  While adding Windows Server 2003 device on the N-Reporter :
For Windows Server 2003 Traditional Chinese version, please choose [BIG5] code.

For Windows Server 2003 Simplified Chinese version, please choose [GB2312] code.
For Windows Server 2003 English version, please choose [UTF8] code.

Note: Since NXLOG is not able to convert event code into UTF8 code (Eventlog to

Syslog Utility), please pay attention to the language system choice to avoid garbled.
8. While adding Windows Server 2003 device on the N-Reporter, please choose " (13) log audit

for Facility.

1.2 Set up Windows Server 2008

1. Download NXLOG :
Go to URL http://nxlog.org/products/nxlog-community-edition/download

Download the latest version: nxlog-ce-x.x.xxxx.msi. Here we use: nxlog-ce-2.9.1347.msi °
2. Install NXLOG :
Double click: nxlog-ce-2.9.1347.msi, then click [Install], start installing.

3. Download Windows 2008 NXLOG config file nxlog_win2k8.conf :
Go to URL: http://www.npartnertech.com/download/tech/nxlog win2k8.conf

Edit NXLOG configuration file " C:\Program Files (x86)\nxlog\conf\nxlog.conf "
Install NXLOG on 32 bit operating system at " C:\Program Files\nxlog\confinxlog.conf "
Install NXLOG on 64 bit operating system at " C:\Program Files
(x86)\nxlog\confinxlog.conf "
Paste nxlog_win2k8.conf over nxlog.conf. This setting only output eventlogs, such as console
audit, object access and account management. It filters out most of noise (miscellaneous)
messages to reduce the loading that NXLOG produced on Windows Server. When the
Windows Server Eventlog recording rate is over 700 pcs/sec, please use nxlog_win2k8.conf
setting.

4. Download Windows 2008 NXLOG to output all of the eventlog config file

nxlog_win2k8_all.conf :


http://nxlog.org/products/nxlog-community-edition/download
http://www.npartnertech.com/download/tech/nxlog_win2k8.conf
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Go to URL : http://www.npartnertech.com/download/tech/nxlog_win2k3_all.conf

N-Reporter provides legislation reports to calculate all the Windows Server eventlog. If the

user needs Windows Server legislation reports, please paste nxlog_win2k8_all.conf over
nxlog.conf. This setting enables all the eventlog output. It requires better performance of

Windows Server to run NXLOG.

## This is a sample configuration file. See the nxlog reference manual about the
## online at http://nxlog.org/nxlog-docs/en/nxlog-reference-manual.html

## Please set the ROOT to the folder your nxlog was installed into,
## otherwise it will not start.

Moduledir %ROOT%\modules
CacheDir %RO0T%\data

Pidfile %ROO0OT%\data\nxlog.pid
SpoolDir %RO0T%\data

LogFile %ROOT%)\data\nxlog.log

<Extension syslog>
Module xm_syslog
</Extension>
<Input in_eventlog>
# For windows 2008/vista/7/8/2012/2012r2 and latter use the following:
Module im_msvistalog
ReadFromLast TRUE
SEVEI TRUE
Query <QueryList>\
<Query 1d="0">\
<Select Path="Security">*[System[(EventID=4768)]]</Select> \
<Select Path="Security">*[System[(EventID=4769)]]</Select> \
<Select Path="Security">*[System[(EventID=4771)]]</Select> \
<Select Path="Security">*[System[(EventID=4624)]]</Select> \
<Select Path="Security">*[System[(EventID=4625)]]</Select> \
<Select Path="Security">*[System[(EventID=4634)]]</Select> \
<Select Path="Security">*[System[(EventID=4647)]]</Select> \
<Select Path="Security">*[System[(EventID=4648)]]</Select> \
<Select Path="Security">*[System[(EventID=4656)]]</Select> \
<Select Path="Security">*[System[(EventID=4719)]]</Select> \
<Select Path="Security">*[System[(EventID=4720)]]</Select> \
<Select Path="Security">*[System[(EventID=4722)]]</Select> \
<Select Path="Security">*[System[(EventID=4723)]]</Select> \
<Select Path="Security">*[System[(EventID=4724)]]</Select> \
<Select Path="Security">*[System[(EventID=4725)]]</Select> \
<Select Path="Security">*[System[(EventID=4726)]]</Select> \
<Select Path="Security">*[System[(EventID=4727)]]</Select> \
<Select Path="Security">*[System[(EventID=4728)]]</Select> \
<Select Path="Security">*[System[(EventID=4729)]]</Select> \
<Select Path="Security">*[System[(EventID=4730)]]</Select> \
<Select Path="Security">*[System[(EventID=4731)]]</Select> \
<Select Path="Security">*[System[(EventID=4732)]]</Select> \
<Select Path="Security">*[System[(EventID=4733)]]</Select> \
<Select Path="Security">*[System[(EventID=4734)]]</Select> \
<Select Path="Security">*[System[(EventID=4735)]]</Select> \
<Select Path="Security">*[System[(EventID=4737)]]</Select> \
<Select Path="Security">*[System[(EventID=4738)]]</Select> \
<Select Path="Security">*[System[(EventID=4739)]]</Select> \
<Select Path="Security">*[System[(EventID=4741)]]</Select> \
<Select Path="Security">*[System[(EventID=4742)]]</Select> \
<Select Path="Security">*[System[(EventID=4743)]]</Select> \
<Select Path="System">*[System[(EventID=7036)]]</Select> \
<Select Path="Application">*[System[(EventID=18454)]]</Select> \
<Select Path="Application">*[System[(Event|D=18456)]]</Select> \
</Query>\
</QueryList>
</Input>

<Output out_eventlog>
Module om_udp
Host
Port 514



http://www.npartnertech.com/download/tech/nxlog_win2k3_all.conf

Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if (§EventID == 18454 or $EventID == 18456 ) { $SyslogFacilityValue = 18; } \
else { $SyslogFacilityValue = 13;}
Exec if (§EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \

else if (JEventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if (§EventType =='INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue = 5; }
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>

Please choose the correct install path of NXLOG about the green words .

The environment of this example is a 64 bit system. Please choose "

n
o

Please enter N-Reporter IP about the red words , here we enter " 192.168.2.64 " .

Setting as follows :
5. Start NXLOG :

System[ (EventID=
*[System[ (EventID=4726)
System[ (EventID=4727)]]
System[ (EventID=4728)]]
System[ (EventID=4729)]]
System[ (EventID=4730)]]
System[ (EventID=4731)]]
System[ (EventID=4732)]]</S
System[ (EventID=4733)]]
System[ (EventID=4734)]]
System[ (EventID=4735)]]
System[ (EventID=4737)]]
*[System[ (EventID=4738)]]

System[ (EventID=4739)]]
System[ (EventID=4741)]]
System[ (EventID=4742)]]
System[ (EventID=4743)1]</S

em[ (EventID=7036)]]

[System[ (Event

[System[ (EventID=

[CRG RV R R

oo

</Input>

< ]

<0utput ou
dule
Host
Port
Exec $Message = ($Sourcelame) + ": ™ rin, ventID) + ": " g
Exec if ($EventID 4 or $Eventl 6 ) 1 yslogFacilityValue A
else { $Syslog lityValue

[l

[l

~ @

~

=3; }\

33

o~

~

~

NN EWNRE QOUONOUEWNE ® 0NN RN

~

H<Route event
Step a : Start NXLOG by using [Command Prompt] or Step b : Start NXLOG on [Services].
a. Click [Start] = [All programs] =» [Accessories] = Right click [Command Prompt] =
Click [Run as administrator], run as system administrator °
Enter command prompt :
net stop nxlog

net start nxlog

b. Click [Start] =» [All programs] =» [Administrative Tools] = [Services], right click [ nxlog ] = Click
[Start] or [Restart].
6. Check whether does NXLOG runs normally :
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Check the log file of NXLOG “C:\Program Files (x86)\nxlog\data\nxlog.log” . If it does not
show Error, means it is operating normally °

o C\Program Files (x86)\nxlog\data\nxlog.log - Notepad++ [Administrator]

File Edit Search View Encoding Language Settings Macro Run  Plugins Window 7 X
0 0 'le @ T i bﬁ; % = = & £ J » @

M wdogeont [H nxlog.logl

t2914—87~93 17:57:22 WARNING stopping nxlog service
2014-07-03 17:57:22 WARNING nxlog-ce received a termination request signal, exiting...

2014-87-03 17:57:23 INFO nxlog-ce-2.7.1191 started

7.

While adding Windows Server 2008 device on the N-Reporter , please choose " (13) log audit
" for Facility.

1.3 Set up Windows Server 2012

1.

Download NXLOG :
Go to URL: http://nxlog.org/products/nxlog-community-edition/download

Download the latest version: nxlog-ce-x.x.xxxx.msi. Here we use: nxlog-ce-2.9.1347.msi.
Install NXLOG :
Double click nxlog-ce-2.9.1347.msi, then click [Install], start installing.

Download Windows 2012 NXLOG config file nxlog_win2012.conf :

Go to URL : http://www.npartnertech.com/download/tech/nxlog win2012.conf

Edit NXLOG config file " C:\Program Files (x86)\nxlog\confinxlog.conf "

Note :

Install NXLOG on 32 bit operating system at " C:\Program Files\nxlog\confinxlog.conf "
Install NXLOG on 64 bit operating system at " C:\Program Files
(x86)\nxlog\confinxlog.con "

Paste nxlog_win2012.conf over nxlog.conf. This setting only output eventlogs, such as local
policy audit, object access and account management. It filters out most of noise messages to
reduce the loading that NXLOG produced on Windows Server. When the Windows Server
Eventlog recording rate is over 700 pcs/sec, please use nxlog_win2012.conf setting.
Download Windows 2012NXLOG to output all of the eventlog configuration file

nxlog_win2k12_all.conf :

Go to URL : http://www.npartnertech.com/download/tech/nxlog win2012 all.conf

N-Reporter provides legislation reports to calculate all the Windows Server eventlog. If the
user needs Windows Server legislation reports, please paste nxlog_win2012_all.conf over
nxlog.conf. This setting enables all the eventlog output. It requires better performance of

Windows Server to run NXLOG.


http://nxlog.org/products/nxlog-community-edition/download
http://www.npartnertech.com/download/tech/nxlog_win2012.conf
http://www.npartnertech.com/download/tech/nxlog_win2012_all.conf

## This is a sample configuration file. See the nxlog reference manual about the
## online at http://nxlog.org/nxlog-docs/en/nxlog-reference-manual.html

## Please set the ROOT to the folder your nxlog was installed into,
## otherwise it will not start.

Moduledir %ROOT%\modules
CacheDir %RO0T%\data

Pidfile %ROO0OT %\data\nxlog.pid
SpoolDir %RO0T%\data

LogFile %RO0T%)\data\nxlog.log

<Extension syslog>
Module xm_syslog
</Extension>
<Input in_eventlog>
# For windows 2008/vista/7/8/2012/2012r2 and latter use the following:
Module im_msvistalog
ReadFromLast TRUE
SavePos IS
Query <QueryList>\
<Query 1d="0">\
<Select Path="Security">*[System[(EventID=4768)]]</Select> \
<Select Path="Security">*[System[(EventID=4769)]]</Select> \
<Select Path="Security">*[System[(EventID=4771)]]</Select> \
<Select Path="Security">*[System[(EventID=4624)]]</Select> \
<Select Path="Security">*[System[(EventID=4625)]]</Select> \
<Select Path="Security">*[System[(EventID=4634)]]</Select> \
<Select Path="Security">*[System[(EventID=4647)]]</Select> \
<Select Path="Security">*[System[(EventID=4648)]]</Select> \
<Select Path="Security">*[System[(EventID=4656)]]</Select> \
<Select Path="Security">*[System[(EventID=4719)]]</Select> \
<Select Path="Security">*[System[(EventID=4720)]]</Select> \
<Select Path="Security">*[System[(EventID=4722)]]</Select> \
<Select Path="Security">*[System[(EventID=4723)]]</Select> \
<Select Path="Security">*[System[(EventID=4724)]]</Select> \
<Select Path="Security">*[System[(EventID=4725)]]</Select> \
<Select Path="Security">*[System[(EventID=4726)]]</Select> \
<Select Path="Security">*[System[(EventID=4727)]]</Select> \
<Select Path="Security">*[System[(EventID=4728)]]</Select> \
<Select Path="Security">*[System[(EventID=4729)]]</Select> \
<Select Path="Security">*[System[(EventID=4730)]]</Select> \
<Select Path="Security">*[System[(EventID=4731)]]</Select> \
<Select Path="Security">*[System[(EventID=4732)]]</Select> \
<Select Path="Security">*[System[(EventID=4733)]]</Select> \
<Select Path="Security">*[System[(EventID=4734)]]</Select> \
<Select Path="Security">*[System[(EventID=4735)]]</Select> \
<Select Path="Security">*[System[(EventID=4737)]]</Select> \
<Select Path="Security">*[System[(EventID=4738)]]</Select> \
<Select Path="Security">*[System[(EventID=4739)]]</Select> \
<Select Path="Security">*[System[(EventID=4741)]]</Select> \
<Select Path="Security">*[System[(EventID=4742)]]</Select> \
<Select Path="Security">*[System[(EventID=4743)]]</Select> \
<Select Path="System">*[System[(EventID=7036)]]</Select> \
<Select Path="Application">*[System[(EventID=18454)]]</Select> \
<Select Path="Application">*[System[(EventID=18456)]]</Select> \
</Query>\
</QueryList>
</Input>

<Output out_eventlog>
Module om_udp
Host
Port 514
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if (§EventID == 18454 or $EventID == 18456 ) { $SyslogFacilityValue = 18; } \
else { $SyslogFacilityValue = 13; }
Exec if (§EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if (JEventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if (§EventType =='INFO' or $EventType =="'AUDIT_SUCCESS') { $SyslogSeverityValue = 5; }
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>
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Please choose the correct install path of NXLOG about the green words.

The environment of this example is a 64 bit system. Please choose "

Please enter N-Reporter IP about the red words, here we enter " 192.168.2.64 " .

Setting as follows :

onf E4 ||_| |

<Query Id="a"» \

<select Path="Security">*[System[ (EventID=4768)]]</3elect>
<select Path="Security™>*[System[ (EventID=4763)]]«/5elect>
<ielect Path="Security™>*[System[ (EventID=4771)]]«/5elect>
<ielect Path="Security™>*[System[ (EventID=4624)]]«/5elect>
<Select Path="Security™»*[System[ (EventID=4£25)]]</2elects>
<select Path="Security™»*[System[ (EventID=4534)]]</2elect>
<select Path="Security™»*[System[ (EventID=4647)]]</2elect>
<select Path="Security">*[System[ (EventID=4548)]]</3elect>
<select Path="Security">*[System[ (EventID=4656)]]</3elect>
<select Path="Security">*[System[ (EventID=4719)]]</3elect>
<ielect Path="Security™>*[System[ (EventID=472@)]]«/5elect>
<select Path="Security">*[System[ (EventID=4722)]]«/5elect>
<Select Path="Security™»*[System[ (EventID=4723)]]</2elect>
<select Path="Security™»*[System[ (EventID=4724)]]</elect>
<select Path="Security™»*[System[ (EventID=4725)]]</2elect>
<select Path="Security"»>*[System[ (EventID=4726)]]</5elect>
<select Path="Security">*[System[ (EventID=4727)]]</5elect>
<select Path="Security">*[System[ (EventID=4728)]]</5elect>
<select Path="Security™>*[System[ (EventID=4729)]]«/3elect>
<ielect Path="Security™>*[System[ (EventID=473@)]]«/5elect>
<Select Path="Security™>*[System[ (EwentID=4731)]]</2elect>
<select Path="Security™»*[System[ (EventID=4732)]]</celect>
<select Path="Security™»*[System[ (EventID=4733)]]</elect>
<select Path="Security"»*[System[ (EventID=4734)]]</elect>
<select Path="Security">*[System[ (EventID=4735)]]</3elect>
<select Path="Security">*[System[ (EventID=4737)]]«/5elect>
<ielect Path="Security™>*[System[ (EventID=4738)]]«/5elect>
<ielect Path="Security™>*[System[ (EventID=4733)]]«/5elect>
<ielect Path="Security">*[System[ (EventID=4741)]]«/5elect>
<select Path="Security™»*[System[ (EventID=4742)]]</elect>
<select Path="Security™»*[System[ (EventID=4743)]]</2elect>
<select Path="System":*[System[(EventID=7@36)]]</Select> &
<select Path="gpplication™>*[System[ (EventID=18454)]]</Select> %
<select Path="@pplication™>*[System[ (EventID=18456)]]</Select> %
- <fQuery> Y

F «fQuerylist>

=< /Input>

B

«Output eout_ewventlogs
Hodule om_udp
Host 192.168.2. 64
Port 214
Exec fMessage = string(dSourceName) + ™: " + string($EventID) + ™: " + fMessage;
Exec if ($EventID == 18454 or $EventID == 18456 ) { #iyslogFacilityWalue = 1&; } %
i else { $s5yslogFacilityvalue = 135; }
Exec if ($EventType == 'ERROR' or 3EventType == "AUDIT_FAILURE') { #SyslogSeverityWalue = 3; } A
else if [}EventType == ‘WARNING') { jSyslogseverityvalue = 4; T 4
i else if ($EventType == "INFO' or $EwentType == "AUDIT_SUCCESS") | dsysleogsewveritywalue = 55 1}
Exec to syslog bsd();
<fOutputs>

Fath in_eventlog =» out_eventleg

T(Route eventlog?
<fRoutes

Start NXLOG :
Step a : Start NXLOG by using [Command Prompt] or Step b : Start NXLOG on [Services].
Click [Start] =» [Windows PowerShell] = Click [Run as administrator], run as system
administrator].
Under [ Windows PowerShell ] mode, input :

net stop nxlog

net start nxlog




b. Click [Start] = [All programs] = [Administrative Tools] = [Services], right click [ nxlog ] =
Click [Start] or [Restart ].

4. Check whether does NXLOG runs normally :

Check the log file of NXLOG “C:\Program Files (x86)\nxlog\data\nxlog.log” . If it does not
show Error, means it is operating normally.

[ CAProgram Files (860 nxloghdatainkloglog - Notepad++ [Administrator] == -
File Edit Search View Encoding Language Settings  Macro Run Pluging  Window 7 X
e = s s B i i 2% BE = -JEI-—- (o] =)
= =] relog log E3 ‘

2016-1-21 16:54:47 INFO nxlog-ce-2.9.1347 started

Morrnal text file length 1 52 lines: 2 Lh:1 Col:1 Zel:d|Q DasyWindones ANEI N5

5. While adding Windows Server 2012 device on the N-Reporter, please choose " (13) log audit "
for Facility.
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2 Windows 2003 Server Audit log Settings

This section introduces the local machine policy audit of Windows 2003 Server. The local machine
here means it is an independent host, which does not belong to any network domain -

Mainly discuss the following two settings :

1. Setting up local machine audit policy °

2. Setting up local machine shared folder authorization and audit policy °

Please remember to download NXLOG, which may refer to section 1.

2.1 Setting up local machine audit policy
Set as follows :
1. Login Windows 2003 Server as Administrator °

Click [Start / All programs / Administrative Tools / Local Security Policy ].

@ Certification Authority:

25y Chuster Administrator
= I_ @ Component Services

Q Cormputer Managerenk
Configure Your Server Wizard
Data Sources (QODEC)
Distributed File System

Event Yiewer

Licensing

o Local Securiky Policy 1

| Manage Your Server

L .MET Framework 1.1 Configuration
soft .MET Framewaork. 1.1 \Wizards
etwork Load Balancing Manager

Perfarmance

Remote Deskiops

E Routing and Remote Access

% Services

ke |
I f Windows Expl w5 wing Catal
— 'IU MSierites t=etetien T@ Terminal Server Licensing

4 windows Update
SCL Server Car
Manager

@ Motepad

Microsoft Wisual Lﬁl

a Internet Inform o
@ Services (1150 M Lo
gicrosoft Silverlight 3 SDK
icrosoft SOL Server 2008
Microsaft Swnc Framewark

Microsoft Yisual Studio 2010
1 WinRAR

,, Terminal Services Configuration

AcCCessories 3 F Terminal Services Manager

Adrinistrative Tools Internet InfFormation Services (I115) Manager

fam
fam
rﬁ] Starbup
€

Internet Ex

1 Motepad++

Log OFf

o start | | (G} @ |

12



2. Click [Local Policies / Audit Policy ]

'ffi Local Security Settings - 101 x|
File  Action ‘Wiew Help
] | X B2
é Security Settingsl Palicy + | Security Setting
[ L8 Account Palicies .C\udit system events Mo auditing
E‘ L4 Local Policies P.udit process tracking Mo auditing
H : _ | F'.udit privilege use Mo auditing
L User I_nghts .f\sggnment .C\udit policy change Mo auditing
D-{Ebl.Securlty ?Ftlons F'.udit obiject access Mo auditing
o :uftlc KEYRPD |t|:|.e:. Polic .C\udit logan events Mo auditing
o wan? =5 rlc on Folcies .C\udit directory service access Mo auditing
- g IP Security Policies on Local Computer L "
F'.udlt account management Mo auditing
.C\udit account logon events Mo auditing
| | 2]

3. Define the following policy set value :
(1) Audit logon event :

Double click [Audit logon events], check [Success] and [Failure], then click [OK].

Policy | Security Setting
.|'-\uc|it system events Mo auditing
.|'-\uc|it process tracking Mo auditing
P.udit privilege use Mo auditing
.li\uclit policy change Mo auditing

Mo auditing

Audit logon events Properties ed ]

Efl Audit directory service a hg

.|'-\uc|it account management . | oAl securty seting | Fxplain This Setting I ho
Jaudit account logon events ) 1
= udit lagon events o
Z

E:I Audit logon events

Audit these attempts:

v Success

\

[ ox [ oo | oow

4

13
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(2) Audit account logon event :

Double click [Audit logon events], check [Success] and [Failure], then click [OK] °

Palicy % | Security Sething
.ﬁ.udit syskem events Mo auditing
.ﬁ.udit process tracking Mo auditing
.ﬁ.udit privileqe use Mo auditing
.ﬁ.udit policy chanage Mo auditing
.ﬁ.udit object access Mo auditing

":"'-'dit logon events Audit account logon events Properties ed | Failure

.ﬁ.udit directory service access ng
1 audit account managemen I Local Secuity Setting IEHpIain This Setting I -

thiiC] 3
.ﬁ.udit account logon events ) ng
Audit account logon events

Audit theze attempts:

\

= o || coen | e

¥ Success

14



(3) Audit object access

Double click [Audit object access], check [Success] and [Failure], then click [OK] -
Success: If you need the Log of success events, please check [Success].

Failure: If you need the Log of failed events, please check [Failure].

Folicy  + | Security Setking
.ﬁ.udit system events Mo auditing
.ﬁ.uu:lit process kracking Mo auditing
F'.uu:lit privilege use Mo auditing

1 audic policy changs Mo auditing
.ﬁ.uu:lit object access Mo auditing
B oo cveris g 2 [
.ﬁ.uu:lit direckory service access Mg
[28) Audit account management rL':'CE‘l Secunty Setting | Explain This Setting I nig
.ﬁ.uu:lit account logon events B Failure

udit object access
5

. i
Audit these attempts:

W Success

1| —

. — R

(4) Changing audit policy :

Double click [Audit policy change], check [Define these policy settings], check (choose)
[Success] and [Failure], then click [OK].
(5) Audit account management :
Double click [Audit account management], click [Define these policy settings], check
[Success] and [Failure], then click [OK] °
Note : If Windows 2003 Server does not run File server audit, we recommend not to audit
object access, please skip steps 2.1(3) and 2.2, and only operate steps 2.1 (1), (2), (4), (5)-
This will help Windows avoid auditing unnecessary Object access security events.
These unnecessary and redundant security events that are converted into syslog and

sent to N-Reporter will reduce its performance.

15



2.2 Setting up local shared folder authorization and audit policy

Set up as follows :

How to manage and set up Windows Server Log with

1. Right click the folder you want to share, click [Properties].
2. Click [Sharing], check [Share this folder]. Click [Permissions] °
Share_Folder Properties I
General Security I w'eh Sharing I Custamize I
r'oll can zhare thiz folder vath other users on wour
netiork. To enable sharing for thiz folder, click Share thiz
Do not share this folder
* Share this folder
Share name: are_Folder j
Comment:
Lz fimit; & Magimum allo
 Allaws this number o
Ta zet permiizsions for users who access this
falder aver the network, click Permissions.
To configure zettings for offine access, click :
Caching. ﬂl
Mew Share |
QK. Cancel Spply
3. Set up user permission :

1)
)
®3)
(4)

Click [Add], to add a new user.

Enter a user name account.

Click [OK].

Click [Locations], then choose the local computer name.

Permissions for Share_Folde;

Share Permissions |

Group or uger names:

€7 pikachu (NPARTMER-CIDE 26 pikachu]

2]

Select this object type:

Select Users or Groups

IUsers, Groups, or Built-in security principals

From thig location:
INP.QHTNEF!-CSDE2E

Blect names to select [examplesk

-

Advanced... |

Permizzions for pikachu Allow Deny
Full Control O
Change O
Fead a

ak Cancel Apply

16
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Object Typesz. .. |

Locations...

LCheck Mames

I oK iI Cancel

1l

i




&0 GRepoiicid

4. Set up user account privilege :
(1) Choose a user account account.
(2) Check [Full Control] and [Change] permissions.
(3) Click [OK] -

21

Share Permizsions I

Group or user names:

ﬁE Eweryone

pikashu (MPARTMER-CSDE 26N pikachu)

ermizsions for Evemnons

Full Contrel
Change
Fead

5. Security settings :
(1) Click [Security].
(2) Click [Add], to add a new user.
(3) Click [Locations], then choose the local computer name.
(4) Enter a user account.

(5) Click [OK].

Share_Folder Properties

Genetall Sharing Security IWeb Sharing Customizel

Group or user names:

!ﬁ Administrators [NPARTHNER-CODE 26%Administrators]
€7 CREATOR OwHER

Select U G 2| x
£ Ty — 21
€7 SvSTEM Select His obiect ype:

!ﬁ Uszers [MPARTHNER-CADE 26U sers] IUsers, Groupsz, or Built-in security principals Object Tvpes... |

Frarm thiz location:

=
[ I g
m JpRs P HE R COLEDE Ee— Locations...

Eermissions for pikachu Al Deny Enter the object names to zelect [examplesk
Full Contral o = |zvervand Check Mames |

Modify a

Read & Execute a

List Folder Contents a -

Bead (] Advanced... | Cancel
Write O

Crummi ol Dlmrreicmionn, m m h

For special permizsions or for advanced settings, Advanced |
click Advanced. —

Ok Cancel I Apply |

17



6.

Set up user account privilege :

(1) Choose the user account.

(2) Check [Full Control] permissions.
(3) Click [Apply].

Share_Folder Properties
Generall Sharing  Security |Weh Sharingl Eustu:umizel

Group or Uger names;

E Adrinistrators [NPARTMER-CIDE 2EM\Administrators) o
CREATOR O'WHER
ﬁ Evemnone
_ﬂ pikachu [MPARTHER-CAGE 264pik.achu)
£ SvSTEM _|;|
1| | »
Add... | Remaove |
| ———
Permizzions for Everyone Allane Deny
Full Ciartral O =
hadify O
Read & Execute O
Lizt Folder Contents O
Read O j
W
ll‘::.rffi-\.l Dlmrreimmimins E ;I

Far zpecial permizzionz or far advanced settings,

click Advanced. Advaleed

-

o

Cancel Apply

|
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7. Advanced security settings :
(1) Click [Advanced].
(2) Click [Auditing].
(3) Click [Add].
(4) Click [Locations], then choose the local computer name.
(5) Enter the user name account.
(6) Click [OK].

General I Sharing  Security | “Web Sharing I Customize I Permizzions | .-’-‘«ud|t|ng Dwner | Effective Permizzsions I

Group or user names: To wiew mare |nfo ation about special auditing entries, select an auditing entry, and then click Edit.
tﬂ Administrators [MPARTHER-CADEZE\NAdminiztratorz) -~ -
€7 CREATOR OWHER ”ﬁ”es
63 Everyone | Access | |nherited From | Apply Ta |
ﬂ pikachy [NPARTNER-CIDE 26\pikachu) ac:hu [MPARTME...  Full Cantral <nat inheriteds This folder, subfald...
€% SvSTEM -
4| B

Add.. | Bemove |
Permizzions for Everyone Alloy Deny

Full Control Add Edi [—

b odify = = —

Read & Execute ] Allows inhentable adliting entries from the parent to propagate to this object and &ll child objects. Include
List Folder Contents these with entries exphéy defined here.

Fi@d [~ Replace auditing entries on all®hkild objects with entrizs shown here that apply ta child abjects

Wwite

[ [ . P S, m

. Select User or Group d |
For special permizzions or for advanced settings,

click Advanced. Select thiz object type:

IUser, Group, or Built-in zecurity principal Object Types... |
ok | Cancel | Apply | Erom this location: Lpply |
INF‘AHTNEH-CSDE2B Locations....

Enter the object name to select [exapplss

—

Advanced... | I 0K il Cancel |
A

i

Check Mames |
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8. Audit entry settings :
Check [Successful] and [Failed] of all the entries, then click [OK].

Auditing Entry for Share_Folder e |

Obiect |
Harne: IEveryune Change... |
Apply onto: IThis falder, subfalders and files j
 Access: Successful  Failed
Full Contral ] =
Traverze Folder / Execute File
Lizt Folder / Read Data
Fead Attributes

Read Extended Attributes
Create Files / wiite Data
Create Folders / Append Data
adrite Attributes

White Extended Attributes
Delete Subfolders and Files
Delete

Read Permizzions

[ PP, py PRS- PP

{1 |

[
Clear All |

Cancel |

9. After completing advanced security settings. click [OK] °

Advanced Security Settings for Share_Folder e |

Permizsions  Audiing | Dwnerl Effective F'ermissiunsl

r Apply theze auditing entriez to objectz
and/or containers within thiz container o

= Blalalalalalalalalalalala

To wiew more information about special auditing entries, select an auditing entry. and then click Edit.

Auditing entries:

Type | I ame | Arccezs | Irhented From | Apply Ta |
Al Evemane Full Cantral <not inhernted: Thiz folder, subfald..
Al pikachu [MPARTHE...  Full Contral <ot inherited: Thisz folder, subfold...

Edit... Remowe

W Allow inheritable auditing entries from the parent to propagate to thiz ohjgct and all child ohjects. Include
W . . .= .
these with entries explicithy defined here.

[~ Replace auditing entries on all child objects with entries shown here that apply to child objects

Learn more about auditing.

QK Cancel Apply
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10. After completing shared folders settings, click [OK] -

Share_Folder Properties 2 x|

Generall Sharing  Security |Web Sharingl Eustumizel

Group or uzer names:
ﬁ Adrminiztrators (MPARTMER-CIDE 26%Adminiztratars) &
€7 CREATOR DwWNER
ﬁ Exeryone
€7 pikachu [MPARTHER-CIDE 26 pikachu)
£ SvSTEM -
4| | B
Add. | Remowve |
Permizzions for Evemnone Allos Deny
Full Cantral O =
h adify O
Read & Execute O
Lizt Folder Contents O
Fead O
hafrite O
T mommi =] Dlmrrmiomioans [ | [ | LI
For zpecial permizzions or for advanced settings,
click Adwvanced.

ak. |..

Cancel Apply
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11. Click [Start / All Programs / Administrative Tools / Computer Management].

upload

Certification Authority
=ty Cluster Administrator

Component Services

Computer Management
‘Wizard

Configure Your Servel

Data Sources (ODf

rosoft \MET Framework 1.1 Configuration
Wicrosaft \MET Framework 1.1 Wizards
Metwork Load Balancing Manager
Petformance

Remote Desktops

Routing and Remote Access

P Services
L__« Windows Expl 0 windows Catalog

Sind Lpdate =
“ IMELETE et ,, Terminal Services Configuration

SCL Server Cor ) )
Manager feem Terminal Services Manager
i ' § Internet Information Services (I15) Manager

@ Maktepad

w Microsoft Wisual lﬁ

4 Intermet Inform “
= Services (I15) M 2

Terminal Server Licensing

|
fan
€

ok Express

emoke Assistance

Log Parser 2.2 4
Microsoft Silverlight 3 SDE 3
Microsoft SQL Server 2008 »
Microsoft Swnc Framework,  #
Microsaoft Yisual Studio 2010 »
WinRAR 3

Motepad++ »
Log OFf @ Shigt Dovn

22



12. Click [System Tools / Shared Folders / Shares] °

E Computer Managemenkt = |EI|£|
Q File Action Wiew ‘Window Help - |E‘|5|
&= DE BB 26|
Computer Management (Local) Share Mame / | Folder Path | Type | # Client Conneck
Bl ADMING CWINDOWS Windaws 0
=% ) Windows 0
fdIPcE Windows 0
_ gﬁhare_FDIder i share_Folder Windows n
- E_] Qpen Files
Q Local Users and Groups
v &4 Performance Logs and Alert:
b B Dievice Manager
[—]@ Skorage
#-fapf Removable Storage
----- L Disk Defragmenter
‘- Disk Management
EEI--@ Services and Applications
« [ o]l | i
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13. Double click the [shared folder], then click [Share Permissions]. Choose the user name account,

How to manage and set up Windows Server Log with

and check to allow [Full Control], [Change] and [Read] permissions, then click [OK].

Q File  Action Wiew ‘Window  Help

E Computer Managenmenkt

=101x]

JSETES

« = |80 TR 2E

EEI---Q Local Users and Groups
¥ Performance Logs and Alert:

Removable Storage

L Disk Defragrenter
e Disk Management:

[EI--& Services and Applications

1

| 21

Q Computer Management {Local) Share Mame  # | Folder Path | Twpe | # Client Connect
=il System Tools EADMING CAWINDOWS windows o
@ Event Yiewer D i wWindaws 0
=g Shared Folders T R4 Windows o
% Shares Z:4share_Folder Windows ]
i g Sessions
g Open Files share_Fola r Properties 7] x|

General | Share Permizzionz

Permizzions for Evenone

b pikachyMPARTHER-CADE 264 pikachu)

Remove |

Full Contrao
Change
Read

Cancel Spply
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3 Windows 2008 Server Audit log Settings

This section introduces the local audit policy of Windows 2008 Server. The local computer here
means it is an independent host, which does not belong to any network domain. Here we mainly
discuss the following two settings :
1. Setting up local login audit policy.
2. Setting up local shared folder authorization and audit policy.
Please remember to download NXLOG, which may refer to section 1.
3.1 Setting up local login audit policy
Set as follows :
1. Login Windows 2008 Server as Administrator.

Click [Start / Administrative Tools / Local Security Policy].

. Remote Desktop Services 4
F Component Services
A Computer Management
: 5 Data Sources (ODBC)
J— i @ Event Viewer

1
[=]
=l
=
1]
=
o
m
=5
(=]
|
=)
-
e
A

'Er_E] Internet Information Services (II5) Manager

Administrator

i'% Local Security Policy =

&

g

A

E

(=9

-
:\k‘-.l'
1}
e e

5

i

=)

g

g

onfiguration Wizard

o Documents = Manager
@ Internet Explorer 3 =
S5 iCes
"""" L Computer
Mo/ Notepad++ " hare and Storage Management

Storage Explorer

System Configuration

@ Task Scheduler

g Windows Firewall with Advanced Security

’ Metwork
Hg' Internet Information Services (IIS)

. Manager
", Control Panel
T % Services
A

i‘?“ Ewvent Viewer

;$ Computer Management

u

_g\;‘_ S0L Server Management Sty BUn...

Devices and Pri (3] Windows Memory Diagnostic
! Windows PowerShell Modules

Administrative Tools 4y Windows Server Backup

Help and Support

k All Programs

I Search pruﬁﬁnd files @J ';f/' Shut down l*l

25



How to manage and set up Windows Server Log with

2. Click [Local Policies / Audit Policy] °

JRT=TEY

File  Action View Help
e 5mIR = HF

T Security Settings Policy = | security setting |

| & Account Policies 5z Audit account logon events Mo auditing
=] |4 Local Policies o1 Audit account management Mo auditing
|!_'.—1 Audit Policy || Audit directory service access Mo auditing
3 User E'ghtﬂ .\.!\smgnment 4] Audit logon events Mo auditing
‘;l__!, dSev:unt_y Opiilon_sﬂ-l p ’ . lzis| Audit object access Mo auditing
- Windows l.:II'EJ\a with A .vtance Security 5] Audit policy change Mo auditing
~| Metwork List Manager Policies L .
= ) . lzig) Audit privilege use Mo auditing
_| Public Key Policies audit tracki N it
| Software Restriction Policies 124 AUAIT process Tacking 0 auditing

| Application Control Policies s] Audit system events Mo auditing

,g IP Security Policies on Local Computer
| Advanced Audit Policy Configuration

HEEHEMK

4] [ ]
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3. Define the following policy set value :
(1) Audit logon event :

Double click [Audit logon events], check [Success] and [Failure], then click [OK].

Policy = | Security Setting |
121o] Audit account logon events Mo auditing

121o] Audit account management Mo auditing

Lo1o| Andit directory service access Mo auditing
rm Audit logon Euents1 Mo auditing

L2o] Andit poli

[ Audit privilec I Local Security Setting I Explain |
1oo] Audit proces _
2] Audit syster dit logon events

. Audit these attempts:

¥ Success

Iv¥ Failure

g might not be enforced if other policy is configured to
Aegory level audit policy.
flgmation, see Audit logon events. (921468)

Cancel Apphy
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(2) Audit account logon event :

Double click [Audit logon events], check [Success] and [Failure], then click [OK].

i = | security Setting |
Audit account logon events Mo auditing

ft':! Audit account management Mo auditing

20| Awdit directory seMgice access Mo auditing

[210] Audit logon events Success, Failure
21| Audit object
[z10) Audit palicy «
20| Awdit privileg
[21o] Audit proces
20| Avidit systerr

2l x|

Audit account logon events Properties

' Local Security Setting E:pIElinl

dit account logon events

Lt

Audit these attempts:
¥ Success

v Failure

For more infdgmation, see Audit acﬁnurrt logon events. (3921468)
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(3) Audit object access
Double click [Audit object access], check [Success] and [Failure], then click [OK] -

(4) Changing audit policy :

Policy = | Security Setting |
| Audit account logon events Success, Failure
| Audit account management Mo auditing
| Audit directory service access Mo auditing
it logon events Success, Failure
ACCESS Mo auditing

e "M Audit object access Properties
| Audit priviled -
| Audit process 1 | Lecal Secunity Setting | Explain I

| dudit systeme  _ L
A‘i' object access
¥
r

|
Audtt these attempts:

I¥ Success

IV Failure

This settifig might not be enforced if other policy is corfigured to
ary level audit policy.
ation, see Audit object access. (A921468)

[ o ]| comca | oo

Double click [Audit policy change], check [Define these policy settings], check [Success] and

[Failure], then click [OK].

(5) Audit account management :
Double click [Audit account management], check [Define these policy settings], check
[Success] and [Failure], then click [OK].
Note : If Windows 2008 Server does not run File server audit, we recommend not to audit
object access, please skip steps 3.1(3) and 3.2, and only operate steps 3.1 (1), (2), (4), (5)-
This will help Windows avoid auditing unnecessary Object access security events.

These unnecessary and redundant security events that are converted into syslog and
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sent to N-Reporter will reduce its performance.

3.2 Setting up local shared folder authorization and audit policy
Set as follows :

1. Right click the folder you want to share, click [Properties].

2. Click [Sharing], then click [Share].

M share_folder Properties x|
- i

r~ Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

'&' Advanced Sharing...

r Password Protection

People must have a user account and password far this
computer to access shared folders.

To change this setting, use the Metwor: and Sharing Certer.

ok | Camcel | ippb |

3. In share permissions settings, open the menu and choose an existing user account, then click
[Add].
x|

i ) .=z File Sharing

Choose people to share with

Type a name and then click Add, or click the arrow to find somecne.

Ll Add 1|

Mame I Permission Lewvel I
2 Administrator ReadWrite
S, Administrators Chwiner

I'm hawving trouble sharing

Fyll Share I Cancel
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Change its [Permission Level] to [Read/Write], then Click [Share].

i

O 3% File Sharing

Choose people to share with

Type a name and then click Add, or click the arrow to find someone,

| £dd |

I Permission Level I

Mame

2 Administrator Read/ Write +
2 Administrators Thwhner
Read
! v Read/\Write
Remgve

I'm having trouble sharing

cancel_|
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i
6 3% File Sharing

Your folder is shared.

Individual Items =l

chare_folder
1 WWIN-QUKQHEVETIL share_folder

Show me all the network shares on this computer,

4.  When you complete setting, click [OK].
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5. Security settings :
(1) Click [Security].
(2) Choose the user account.
(3) Click [Edit].
(4) Check to allow [Full Control] permission to have all the authorizations.

(5) Click [OK].

||} rermissions for share_folder x|
" General I Sharing Previous Versions I Customize I Security |
Ohbject name: are_folder Chiject name:  C:share_folder
(Group or user names: Group or user names:

e SYSTEM b, SYSTEM
3; Administrator (WIN EVKIIUAdministrator) 3 Administratof (W IN-Q4KOHEVEILAdministrator)
‘-"{Aa:lministlatnrs (WIN-Q4K " Administrators) Q?J}‘v:lministmm (WIN-GQ4AKGHEVE] UM Administrators)

To change pemissions, click Edit. I
Permissions for Everyone Allowe Derny Add... | Remove |
Full cortrol v = *enﬂissions for Everyone Allow Dery
Mod
odify v Full control O =
Read & execute "y ]
List folder content v Modty O
older cortents
Read Y L Read & execite a
ea
Wit Y, List folder conterts o —
= -
Read o .
For special pemissions or advanced settings,

click Advanced. Leam about acce@and permissions

Leam about access control and pemmissions el | Apply |
e | — | Appl}l | _
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6. Advanced security settings :
(1) Click [Security].
(2) Click [Advanced].
(3) Click [Auditing].
(4) Click [Edit].
(5) Click [Add].
(6) Click [Locations], then choose the local computer name.
(7) Enter the user name account.
(8) Click [OK].

n share_folder Properties = . Advanced Security Settings for share_folder
" General I Sharing | Previous Versions | Customize I | Perrmssnonsefl Effective Pemissions |
Object name:  C:share_folder i ails of @ permission entry, double-click the entry. To modify permissions, click Change Pemissions.
Group or user names: me: C:\share_folder
“ Everyone
2, 5YSTEM jjfig entries
2 Administrator (WIN-GAKQHEVEI L\ Administrator) Fame | Access | Inherted From | Apply To
.R.Administmtors (WIN-G4KGH 1 Administrators)
To change permissions, click Edit. Edit... |
Pemissions for Everyone
Full contral
Modify
Read & execute
List folder contents
o _ e ]
Write
For special permissions or advanced settings, Advanced ¥ | |rigfIE inkeritable auditing entries from this obiects parent
click Advanced.

. Advanced Security Settings for share_folder

5' Select User or Group

Select this object type:

IUser. Group, or Built4n security principal Object Types.. |

From this location:

IWIN-QdKQHBVKIIU | Locations. . !ﬂ

Enter the object name to sel
i
everyone Check Names |

Advanced... |

Auditing |

To view or edit details for an auditing entry, select the entry a

Object name: C:'share_folder

Auditing entries:

Type | MName | Inherited From

Edlt e
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7. Audit entry settings :

Check [Success] and [Failure] of all the entries, then click [OK].

. Auditing Entry for share_folder ﬁl
Object I
Name: I Change... |
Apply onto: IThis folder, subfolders and files ;I
[Access: Successful  Failed
Full Contral I
Traverse Folder / Execute File
Lizt Folder / Read Data
Read Attributes 3]
Read Extended Attributes
Create Files / Wiite Data
Create Folders / &ppend Data
\Write Attributes
winite Extended Attributes
Delete Subfolders and Files —
Delete
Fead Permissions
[ PO . R R P I?I [ | A
Apply these auditing entries to objects Cloar Al |
™ andfor containers within this container —
only
Manaqing auditing
I oK I Cancel |

8. After completing advanced security settings, click [OK].

. Advanced Security Settings for share_folder x|
Auditing |
To view or edit details for an auditing entry, select the entry and then dick Edit.
Object name: C:'share_folder

Auditing entries:

Type | Mame | Access | Inherited From | Apply To |
all Everyone Full control «<not inherited = This folder, subfolder...
Add... Edit... Remove

¥ Indude inheritable auditing entries from this object's parent

[~ Replace all existing inheritable auditing entries on all descendants with inheritable auditing entries from this object

What are the requirements for auditing object access?

| I (0.4 ! Cancel Apply
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9. After completing shared folders settings, click [OK].

. Advanced Security Settings for share_folder il
" Pemissions  Auditing |Owner| Effective Pemissions I

To view details of a permission entry, double-click the entry. To modify permissions, click Change Permissions.

Cbject name: C:hshare_folder

Auditing entries:
Type | MName | Access | Inherited From | Apphy To |
All Everyone Full control znot inherted:= This folder, subfolders ...

¥ | Include inhertable auditing entries from this objects parent

What are the requirements for auditing object access?

Ok Cancel Al

10. After completing shared folders settings, click [OK].

M share_folder Properties |

Generl | Sharng Securty | Previous Versions I Customize |
Object name:  C:share_folder

IEI"{)IJII) ar uUser names.

82 Everyone

52 SYSTEM

3; Administrator (WIN-Q4KQHEVKIIL Administrator)
Q?_,Administlatars (WIN-QAKGHEVEIILMAdministrators)

Ta change permissions, click Edit. Edit... |

Permissions for Everyone Allovw Dery

Full control

Modify

Read & execute
List folder contents
Read

Write

For special pemmissions or advanced settings,
click Advanced.

Leam about access control and permissions

| oK " Cancel |  ippl |

LAELNSNANA

-
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% Local Seaurity Policy

Windows Firewall with Advanced
Seaurity

11. Click [Start / Administrative Tools / Computer Management].

oy 4

Google

Chrome

Sy Security Configuration Wizard

. Server Manager

‘32 Share and Storage Management

¥ Storage Explorer

[ System Configuration

(5) Task Scheduler

@ Windows Firewall with Advanced Security
'2| Windows Memory Diagnostic

£% Windows PowerShel Modules

W Windows Server Backup
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12. Click [System Tools / Shared Folders / Shares].

How to manage and set up Windows Server Log with

i[:! Computer Management

File Action View Hep

& 2[m a = B s

A Computer Management (Local)
=
% (1) Task Scheduler
# & Event Viewer
E{I g Shared Folders |
23 Sessions
2| Open Files
® :g' Local Users and Groups
# () Performance
=4 Device Manager
£l &5 Storage
=y Disk Management
= ;:,, Services and Applications

Share... ~ | Folder Path

| Type

23l ADMINS C:\Windows
539C$ C:\
&) IPC$

Windows
Windows
Windows

13. Right click [Shares], then click [New] / [Share].

ﬂ Computer Management

File Action View Hep

s 2[E

= | by ==
WCWEES 1

3,-[

A’ Computer Management (Local) | Share... + | Folder Path
=Y } System Tools 2| ADMINS C:\Windows
# (5 Task Scheduler §38C$ c:\
# 2] Event Viewer 3 IPC$

& (%) Performan  View
=4 Device Ma
=l &5 Storage Refresh
i=f Disk Mana  ExportList
# iy Services and £ Help
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14. New share wizard settings :

(1) Click [Next].

Create A Shared Folder Wizard = x|
Welcome to the Create A Shared
Folder Wizard
i —L, This wizard helps you share a computer folder so thatit can
fa | be accessed by people on other computers in your network
| ?&_j or workgroup.

Windows Firewall will be set up to allow this folder to be
shared with other computers. Please read how this may
impact Windows Firewall and the security of your computer.

Learn more about Windows Firewall

Click Next to continue.

Z Back

(2) Click [Browse] to choose the sharing path, then click [Next].

Create A Shared Folder Wizard - 5[

Folder Path <
Spedfy the path to the folder you want to share. @

Computer name: IWIN-L?VFIZIBSTQ

Type the path to the folder you want to share, or dick Browse to pick the folder or add a new

Folder path: IC:\AJsers\Administrabor.W[N-LTlF 12135TQ\Desktop/\t
Example: C:\Docs\Public
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(3) Click [Next].
x

Name, Description, and Settings

Speafy how people see and use this share over the network. @__
Type information about the share for users. To modify how people use the content whie
offiine, dick Change.
Share name: tem
Share path: ] \\WIN-L7VF 12135TQ\temp
Descaiption: I
Offline setting: ISe!ectedﬂesmdprowamsavﬁableoﬁhe Change... I

s
by
(4) Click [Finish].

Create A Shared Folder Wizard . x|

Shared Folder Permissions

Permissions let you control who can see the folder and the level of access they
have. R

Set the kind of permissions you want for the shared folder.

(« iall users have read-only access:
(" Administrators have full access; other users have read-only access
" Administrators have full access; other users have no access

" Customize permissions

By default, only share permissions are set on this folder. To control local access
permissions to this folder or objects within the folder, dick Custom... and then modify the
mm&e&antytabmwplyspeoﬁcpammsonhfdda

<ok | Fosn | conce |
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()

Create A Shared Folder Wizard '

Click [Finish].

Sharing was Successful

Status:

You have successfully completed the Share a Folder
Wizard.

R

Summary:

You have selected the following share settings on \
\WIN-L7VF12135TQ:

Folder path: C:\Users\Administrator, WIN-
L7VF12135TQ\Desktop\temp

Share name: temp

Share path: \\WIN-L7VF 12135TQ\temp

[T when I dick Finish, run the wizard again to share
another folder

To dose this wizard, dick Finish.

. Gancel l

15. Shared folder administrator settings :

(1) Double click the shared folder.
(2) Click [Share Permissions].
(3) Click [Add].
(4) Click [Location], then choose the local computer name.
(5) Enter the administrator account.
(6) Click [OK].
= ~0ix
File Action View Hep
e8| 7mlc=HE
A Computer Management (Local) Share... ~ | Folder Path | Type | # Client Comnections__ | Desaription |
= ] System Tools @) ADMIN$  C:\Windows Windows 0 Remote Admin
] @ Task Scheduler ©9Cs c:\ Windows 0 Default share
&[] Event Viewer 23 IPCé : 0 Remote IPC More Actions
8 @l S’“f::’”tfs 1 | & temp C:\Users\Administra... Windows I 0
gz Shares —
B semors tempPoerties x| T »
'S .
O] 'ﬁCAIUsersandGrot.lps GenerdSecuiyl
& (@) Performance Group or user names:
3 Device M
i 2 Everyone
= Disk Management
& s Services and Applications
3
Select Users or Groups _’J_’ﬂ
P"ﬁ":::m"f“&m "S‘ D;y Select this object type:
i : g g [lsers. Groups, or Buitin secuty pincpals 4 Qe Toes
Read O From this location:
[WiN-C7vFi2135Ta |_tocatons.._|
the obiect names to select (examples).
= o
I [y —
0K Cancel Aol Advanced... Cancel
= | e N
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16. Share permissions settings :
Choose the user account, check to allow [Full Control], [Change] and [Read] permissions, then

click [OK] °

i
"General Share Pemmissions ] Securty |
Group or user names:
Evenyone I

Pemissions for Everyone Allow Dery

Ful Control O

Change O

Read O

Cancel Poply
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4 Windows 2012 Server Audit log Setting

This section mainly discuss the following two settings :

1. Setting up local login audit policy.

2. Setting up local shared folder authorization and audit policy.

The default setting about Windows 2012 Server audit and share folder policy is off.

Please remember to install NXLOG, which may refer to section 1.

4.1 Setting up local login audit policy
Set as follows :

1. Login Windows 2012 Server as Administrator, click [ Start / Administrative Tools / Local Security
Policy], extend [Local Security Policy].

2. Click[ Security Settings / Local Policies / Audit Policy ] °

Group Policy Management Editor |;|i-

B

File  Action ‘iew Help

e 2E X HE

[ Default Dornain Controllers Palicy [MAILEXCHANGE.MPARTMEl ~ || Palicy “ Palicy Setting
Audit account logon ewvents Mot Defined
Audit account management Mo auditing
software Settings Aydit directory service access Mo auditing
) Audit logon everts Mat Defined
B ] Mame Resolution Policy Audit object access Mat Defined
: Seripts (Startup/Shutdown) Audit policy change Mo auditing
’* : Audit privilege use Mo auditing
- Account F’?|ICIES Audit process tracking Mo auditing
Audit systern events Mo auditing

[ ~HaTt Folicy
7 User Rights Assignment
b ] Security Options

__:,j Event Log

b
b [ 4 Restricted Groups
b 4 Systern Services
I [ Registry
b L4 File Systern
I i; Wi¥ired Metwork (IEEE 802.3) Policies
B | Mindows Firewall with Advanced Security
| Metwark List Manager Palicies
I ;Ljﬂ Wi¥ireless Metwaork {[EEE 802.11) Policies
I || Public Key Policies
b ] Software Restriction Policies
B[] Metwork Access Protection
I || Spplication Contral Policies
[ g IP Security Policies on Sctive Directory (EXCH;
B[] Advanced Audit Policy Configuration
I gl Policy-based CoS
L] Sdministrative Templates: Palicy definitions (AORM f

B [ Preferences hd
< m »
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3. Define the following policy set value :
(1) Audit logon events :

Double click [ Audit logon events], check [ Success ] and [ Failure ], then click [ OK].

Local Security Policy o | =] 2
Palicy - Security Setting
Audit account logon events Mo auditing
Audit account managerment Mo auditing
it di jce access Mo auditing
“o) Audit logon events Mo auditing
2o Audit oby Mo auditing
Audit polic Mo auditing
Audit privilege Mo auditing
Audit process tracki Mo auditing
Audit system events Mo auditing
nts Properties _
Local Security Setting | Explain
j. Awdit logon events
Audit these attempts:
Success
Failure
This getting might not be enfoleed if other policy is configured to
=L oyvernide categon level audit golicy.
For more infarmation, see Audg logon events, [921468)
22726 £4
2012/7/26 b5

[ 0k |l| Cancel || Apply
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(2) Audit account logon events :
Double click [Audit account logon events], check [Success] and [Failure], then click [OK].

(3) Audit object access :

Local Security Policy SR
Policy - Security Setting
o Audit accaount logan events l Mo auditing
o Audit accoult manzgement Mo auditing
Audit directonhgervice access Mo auditing
Audit logon eve Success, Failure
Audit object acces Mo auditing
Audit policy change Mo auditing
Audit privilege use Mo auditing
Audit process tracking Mo auditing
Audit systermn events Mo auditing
Audit account n events Properties _
'Lu:u:al Secunty Setting | Explain |
_:g. Audit account logon events
Audit theze atternpts:
Success
Failure
Thiz getting might not be enforfed if other policy is configured to
overrde categary level audit phlicy.
Faor more information, see Audif account logon events. [(1921468]
na/7ree kA
27726 kA
I ak, l | Cancel | | Apply |

Doubile click [ Audit object access ], check [Success] and [ Failure ], then click [ OK ].
(4) Audit policy change :

Doubile click [ Audit policy change ], check [ Success ] and [ Failure ], then click [ OK ].
(5) Audit account management :

Doubile click [ Audit account management ], check [ Success ] and [ Failure ], then click [ OK]].
Note : If Windows 2012 Server does not run File server audit, we recommend not to audit
object access, please skip steps 4.1(3) and 4.2, and only operate steps 4.1 (1), (2), (4), (5).
This will help Windows avoid auditing unnecessary Object access security events.

These unnecessary and redundant security events that are converted into syslog and
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sent to N-Reporter will reduce its performance.
4.2 Setting up local shared folder authorization and audit policy

Set as follows :
Click [ Server Manager / File and Storage Services / Shares / TASKS / New Share...].

Server Manager

Manage Tools WView

VOLUME

Mo share is selected.

— -E SHARES
1 Servers All shares | 0 tg

i Volumes Select @ share to display its related
Disks volume.

Storage Pools

Refresh

To create a file share, start the New
Share Wizard.

Shares

iISCSI

Go to Volumes Overview >

QUOTA

Mo data available.

Select @ share to display its related
quota.
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2. Click [ SMB Share - Quick ] = [ Next].
3. Click [ Type a custom path ]. In this example we use " C:\share_folder " , then click [ Next].
4. Enter share name, then click [ Next].
5. Check [ Enable access-based enumeration ], click [ Next].
6. Click [ Customize permissions... / Auditing / Add ].
s New Share Wizard =-|0] X
Specify permissions to control access
select Profile Permissions to access the files on a share are set using a combination of folder permissions, share
Share Location permissions, and, optionally, a central access policy.
Share Name Share permissions: Everyone Read Only
Cther Seftings Folder permissions:
Type Principal Access Applies To
Canfirmation Allow CREATOR OWMER Full Control Subfaolders and files only
Allow BUILTIN\Users Special This folder and subfolders
Allow BUILTIN\Uzers Read & execute  Thiz folder, subfolders, and files
Allow BUILTINVAdministrators  Full Control This folder, subfolders, and files
Allow NT AUTHORITY\SYSTEM  Full Control This folder, subfolders, and files
I Customize permissions.. l
i Adva Security Settings for share_folder =l -
Marre: chshare_folder
Criner Administrators (WIN-KOQCVEEBP 096\ Administrators) Change

Auditing

Permissians Share Effective Access |

For additional information, double-clighan audit entry, To modify an audit entry, select the entry and click Edit (if available),

Auditing entries:

Type Principal Access Inherited from Applies to

i Add | Rermonwe Wi gy

| Dizable inheritance |

[]Replace all child ohject auditing entries with inheritable auditing entries fram this object

ok | | Cancel Apply
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7. Click [ Select a principal]. If you want to audit all the administrators, please enter the object

name " everyone " . Click [ OK].

Principal:

Select this object type:
Type: Success |User, Group, or Built-in gecurity principal | | Object Types.. |
Applies tar | This falder, subfolders and files From this lacatior:

[WINKOCVIBEPO3E || Locations... |

Basic permissions:

Full control
M odify
Read & execute

List folder contents

Auditing Entry for share_folder

Select User or Group

I

E nter the object name to select [examples):

\

Check Mames

d permissions

I QK | n Cancel |
M

Read
Write
Special permissions

Only apply these auditing settings to objects and/or containers within this container Clear all

o | [ |

8. Type: Choose [ All ], then check [ Full control ]. Click [ OK].
- I:I-

Auditing Entry for share_folder

Principal:  Evengone  Select a principal
Type: nAII v|

Applies to: |This folder, su%rs and files v|

-

%asic pertnizsions:

Full contral
Modify

Read &L execute
List falder cantents
Read

[ irite

Special permissions

Show advanced permissions

Clear all

[ Only apply these auditing settings to obje d/or containers within this container

Add a condition to limit the scope of this auditing entry, Security events e logged only if conditions are met,

Add a condition

E Ok -[” Cancel |

9. After completing the auditing settings, click [OK]. Then, click [ Next ]. Finally, click [ Create ] to

complete the settings.
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